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1	Decision/action requested
It is proposed to approve the key issue described in this document.
2	Rationale
[bookmark: _Hlk99111327]SA2 is working on whether and how 5G service based principles can be applied to IMS media control architecture and related interfaces. It’s therefore proposed to study potential security aspects of SBA in IMS.
3	Detailed proposal
*** 1st CHANGE ***
5.X	Key issue #x: security aspects of SBA in IMS media control plane
5.X.1	Key issue details
Service based architecture is introduced in IMS media control plane. Security for service based architecture need to be considered. Current security mechanisms in 5GC SBA needs to be reviewed and possibly resued for service based architecture in IMS. Co-existence of 5G service based and legacy IMS media control interfaces also needs to be considered.
5.X.2	Security threats 
The attacker can easily obtain or tamper context transferred between IMS nerwork functions when there is no confidentiality and integrity protection between these IMS nodes.
If no authentication has been performed before signalling exchange between IMS NFs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack. 
If no authorization has been performed in service based architecture, a requester NF can potentially obtain information and request NF service which are not allowed for it.
5.X.3	Potential security requirements
Service based interfaces in IMS media control plane should support mutual authentication, confidentiality and integrity protection. 
NF service access shall be authorized in service based architecture. 
*** END OF 1st CHANGE***

	
	
	



